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COMPANY

[Company Name Redacted]

Industrial Maintenance Contractor  ·  Marine Services  ·  48 employees  ·  Norway

ASSESSMENT TYPE

Cyber Readiness Assessment
FRAMEWORK

Enteliq Industrial Assurance Framework v1.0

STANDARDS

NIS2 · ISO 27001 · IEC 62443
DATE

June 2026

CLASSIFICATION

Confidential — NDA Protected
STATUS

Sample Preview Only

This is a sample preview. The full 20-page Cyber Readiness Report is a consulting deliverable for paying clients. enteliq.io  ·  jan@enteliq.io
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EXECUTIVE SUMMARY

This Cyber Readiness Assessment was conducted for an anonymised industrial maintenance contractor in the Norwegian

maritime services sector. The company was evaluated across five security domains comprising 47 individual control points,

aligned to NIS2 Article 21 requirements and ISO 27001 controls. The overall Cyber Readiness Score is 68/100, indicating

moderate readiness with critical gaps in network security and access control. Four of ten NIS2 Article 21 requirements are

currently met. Three priority actions are required before the company can confidently respond to enterprise supplier

assessments or satisfy NIS2 registration obligations due in Norway from July 2026.

68 /100

NEEDS IMPROVEMENT

5 domains · 47 control points

EIAF v1.0

DOMAIN SCORECARD

80

Access Control & Identity

Moderate — MFA gaps identified

55

Data Protection & Backup

At Risk — backup process undocumented

45

Network & OT Security

Critical — no IT/OT separation

62

Incident Response

Moderate — no formal IR plan

72

Regulatory & Compliance

Moderate — 4 of 10 NIS2 met

NIS2 ARTICLE 21 COMPLIANCE STATUS 4 MET 6 NOT MET Registration: Norway July 2026

Risk management measures ✓ Met

Incident reporting (24h) ✗ Not met

Business continuity ✗ Not met

Supply chain security ✗ Not met

Network security policies ✓ Met

Access control & MFA ✗ Not met

Encryption in transit ✓ Met

Security awareness ✗ Not met

Vulnerability management ✗ Not met

Board accountability ✓ Met

INDUSTRY BENCHMARK

Northern European industrial contractors (marine services, offshore, electrical) · Sample: 47 companies · 2025–2026

This Company 68

Sector Average (N. Europe) 61

Enterprise Client Threshold 75

NIS2 Minimum Recommended 70

SAMPLE PREVIEW · Full 20-page report delivered to paying clients · Assessments from €499 · NDA included as standard enteliq.io  ·  jan@enteliq.io
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TOP BUSINESS RISKS — REQUIRING IMMEDIATE ACTION

CRITICAL
NIS2 Art.21(2)(i) · ISO 27001 A.9.4

No multi-factor authentication on administrative accounts
A single compromised credential grants full access to all company systems, email, and client data. Direct NIS2 violation.

Remediation effort: Low  ·  Risk reduction: High  ·  Timeline: < 1 week

HIGH
NIS2 Art.21(2)(c) · ISO 27001 A.12.3

Backup procedures not documented or tested
Ransomware or system failure recovery time is unknown — potentially weeks. Creates contractual and operational liability.

Remediation effort: Medium  ·  Risk reduction: High  ·  Timeline: 1–2 weeks

HIGH
IEC 62443-2-1 · NIS2 Art.21(2)(d)

No formal vendor and remote access management process
Third-party access to OT and business systems is untracked. Direct gap against IEC 62443 procurement requirements.

Remediation effort: Medium  ·  Risk reduction: High  ·  Timeline: 2–4 weeks

FINANCIAL IMPACT ESTIMATES

Based on industry incident data and company profile. Indicative estimates for planning purposes only.

Ransomware incident — direct costs €80 000 – €250 000
Recovery, downtime, notification, forensics

NIS2 regulatory fine exposure Up to 2% turnover
Personal liability for management under NIS2

Full financial impact analysis — contract loss and reputational exposure — included in paid 20-page report

SAMPLE PREVIEW · Full 20-page Cyber Readiness Report · Assessments from €499 · NDA included as standard · enteliq.io jan@enteliq.io
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30-DAY ACTION PLAN — PREVIEW (2 OF 8 ACTIONS SHOWN)

WEEK 1 CRITICAL

Enable MFA on all administrative and privileged accounts

Apply to email, VPN, cloud services and server access first. Use Microsoft Authenticator or equivalent.

Owner: IT / Operations Manager  ·  Effort: Low — 2 to 4 hours

WEEK 2 HIGH

Document backup procedures and schedule a test restore

Create written backup policy: what is backed up, frequency, storage location, recovery time objective. Test within 30 days.

Owner: IT / Operations Manager  ·  Effort: Medium — 1 to 2 days

REMAINING ACTIONS (6 of 8) — INCLUDED IN FULL REPORT

90-DAY COMPLIANCE ROADMAP — PREVIEW

Phase 1  ·  Days 1–30

Critical remediation

MFA deployment · Backup documentation · Vendor access control review

Phase 2  ·  Days 31–60

Process documentation

Phase 3  ·  Days 61–90

Compliance readiness

Request your company's Cyber Readiness Assessment
Full 20-page report · NIS2 readiness · Financial impact · 90-day roadmap · Management recommendations

enteliq.io  ·  jan@enteliq.io  ·  Assessments from €499

Professional report delivered within 7 business days  ·  NDA included as standard  ·  Expert-reviewed
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